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Timeline of CI/CD software 
supply chain incidents
From March 2025 to March 2026



Timeline

- March 11 2025
reviewdog/action-setup 
compromise

Tag poisoning, upstream 
origin of tj-actions

- March 14-15 2025
tj-actions/changed-files

Tag poisoning, memory 
dumping, 23k+ repos 
compromised

- August 26-31 2025
s1ngularity / Nx build 
system

pull_request_target, AI 
weaponization, npm token 
theft

- September 8 2025
npm package hijacking 
(chalk, debug, etc.)

Phishing targeting OSS 
maintainers, npm token theft 

- September 14-16 2025
Shai-Hulud worm (first 
wave)

Self-replicating worm, 
post-install hook, credential 
harvesting 

- November 24 2025
Sha1-Hulud 2.0 (second 
coming)

Self-replicating worm, 
pre-install hook, cloud 
credential harvesting 

- March 1 2026
Trivy initial breach

pull_request_target, stolen 
PAT, full org takeover

- March 19 2026
Trivy full supply chain 
compromise

Tag poisoning, binary 
tampering, incomplete 
credential rotation  
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Open Source and CI/CD as the new target

● Cost vs Benefit for exploitation: gated software vs open source dependencies

○ A single dependency can infect thousands of projects

○ Open Source workflows expose vulnerable targets

● CI/CD as the highest-value target

○ Secrets, API tokens and deployment credentials

○ A single PAT can give full access to the repo's ORG



2026: The Year of AI-assisted Attacks

● As the cost for exploitation goes down, the time-to-exploit window collapses

○ From 745 days in 2020 to only 44 in 2025 and going negative in 2026

■ 28.3% of CVEs exploited within 24 hours of disclosure

● It's easier than ever to go from researcher's POC to N-day exploit

○ "Rather than spending resources on original zero-day research, threat actors are simply 
leveraging known, yet unpatched and exploitable vulnerabilities for their campaigns."

https://www.chainguard.dev/unchained/2026-the-year-of-ai-assisted-attacks

https://www.chainguard.dev/unchained/2026-the-year-of-ai-assisted-attacks


Unpacking the Trivy 
Compromise
What happened, why, and how 



hackerbot-claw opens PR to trivy
Targets pull_request_target workflow

Workflow checks out fork code
Runs with repo secrets + org-scoped PAT

ORG_REPO_TOKEN exfiltrated
Defaced repo, deleted tags

Aqua discloses + rotates credentials
Incomplete or non-atomic rotation

Retained credentials reused
Spoofed maintainer commits via aqua-bot

Full multi-channel supply chain compromise

76/77 tags 
hijacked 

(trivy-action)

V0.69.4 
binary 

distributed

All 44 repos
defaced



Can we reproduce the 
initial compromise?
Secret Exfiltration Demo



● I vibecoded a dummy scanner GitHub Action 
that comments on PRs with the file number 
change (it simply scans for number of files in a 
dir, compares base and head)

● I asked Claude to set up a workflow to run this 
Action. Here's what happens next

Dummy Scanner 0.1



pull_request_target executes with 
context from the "base" branch (typically 
your main), including secrets and tokens 

When a workflow like this runs code 
from the "head" branch, the proposed 
code will run with access to secrets and 
tokens from the main repo. You'd just 
need an exfiltration scheme…

1 workflow, many 
possibilities…
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When a workflow like this runs code 
from the "head" branch, the proposed 
code will run with access to secrets and 
tokens from the main repo. You'd just 
need an exfiltration scheme…

1 workflow, many 
possibilities…

Cool, but how easy is it to 
exploit????



● I vibecoded an ENV exfiltration bash that sends 
env vars as a JSON-encoded POST to a 
user-defined URL

● Claude also helped me build the Python server 
that receives the POST, saves it to a local .txt file, 
and also serves the bash for a   curl | bash 
download

● Domain + VPS (~$6)

setupscan



setupscan





What could unfold from here

● Attacker publishes a new version of the software, including the (possibly 
obfuscated) malware exfiltration code

● Attacker hijacks older tags so they all point to the same tampered version

● Workflows referencing this GitHub Action by tag get the malware; envs exfiltrated

● Compromised high-visibility targets may serve as new host; NPM tokens may be 
used to infect JS packages, Docker Hub credentials may be used to publish 
compromised images…

● Full multi-channel supply chain compromise. 



Mitigating Software Supply 
Chain Risks in CI/CD
Best practices and tools to protect your workflows



0. Repository Inspection

● Inspect your repositories for insecure defaults!

○ pull_request_token with with "head" code execution

○ Long lived tokens (PATs) with  broad privileges

○ Direct shell execution with input that can be manipulated by external actors

○ Actions pinned by tag

● Unprotected main branch

● Unprotected release tags



Branches and Tags Rulesets



1. Minimize Attack Surface

Minimizing attack surface is one of the simplest practices to protect software artifacts from 
vulnerabilities that are not introduced directly in their source code. It's that low hanging fruit that just 
can't be ignored.

● Think direct and transitive dependencies, both at the language ecosystem level as well as in 
the runtime environment

● Any weak link in the chain can be used as a foothold to obtain access 

● The main idea is not to remove functionality, but to remove what doesn't need to be there 



Chainguard Containers
images.chainguard.dev



Chainguard Containers
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FREE OFFER

Chainguard Catalog 
Starter: Your choice of 5 
free container images
Instant access to trusted container images 
from the industry’s most comprehensive 
catalog



2. Pull from Trusted Sources

98%+ of malware is inserted during build and distribution phases, bypassing regular review from 
maintainers

● "Ghost release" gap: attackers are exploiting the gap between the verifiable source code and 
the opaque build artifacts you consume.

● Infra as a vector: attacks are shifting left, focusing on turning developer laptops and CI/CD 
pipelines into nodes for propagation.



Chainguard Libraries

Every library is rebuilt from 
verified source to:

● Prevent malware
by design

● Eliminate “are we 
impacted?” fire drills
from malware

● Streamline 
compliance evidence



Chainguard Libraries
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FREE OFFER

Chainguard Libraries are 
available for free until 
June 30, 2026
Access Python, Java, and JavaScript libraries 
rebuilt from verified source and safe from the 
next supply chain attack



3. Pin to Digest

As we've seen in recent CI/CD incidents, attackers with repository permissions often publish a new 
release and / or point older tags to a malicious commit to infect both @latest users and also those 
who pin by tag.

● Use Digests! A digest is a unique hash pointing to a specific build of that GitHub Action or 
container image. When a new version is released, you workflow won't be affected, but it will also 
become outdated (and full of CVEs) eventually

● Use Digestabot to keep your workflows and Dockerfiles up-to-date with the most recent version 
upstream - this will open a PR to your repository, giving you time to review and test the changes 
before running any unknown updates.

https://github.com/marketplace/actions/update-the-image-digest


3. Pin to Digest



4. Ban PATs, Use Short Lived Tokens

Personal Access Tokens or PATs can give an attacker full access to a project's repository or even the 
whole organization that hosts it, like what we've seen with Trivy. PATs often have too many privileges, 
and are valid for too long - often forgotten as secrets in a repo.

● Short Lived Tokens are the best solution to make sure you give a limited privilege to a workflow 
run, for a limited amount of time. Even if exfiltrated, they will be automatically rotated in a very 
short time.

● Octo-STS is a GitHub App created by Chainguard to implement this strategy, using the same 
concepts behind Sigstore and Cosign.

https://github.com/apps/octo-sts


4. Ban PATs, Use Short Lived Tokens



Unsafe shells

Unpinned uses

Hard-coded credentials

GitHub environment injections

Suspicious run content

Missing permissions

Script injections

Our hardening 
rulebook (beta)

Ingest CI/CD 
workflows

Review against known 
attack vectors

Harden 
workflows

Push verified Actions to 
Chainguard Repository

Confirm desired state 
has been reached

5. Use Chainguard Actions



5. Use Chainguard Actions

setup-go

setup-node

cache

tj-actions/changed-files

tj-actions/branch-names

aquasecurity/trivy-action

claude-code-action-official

super-linter

setup-python



We’re already 
preventing 
CI/CD risk

# Hardening Report: anthropics-claude-code-action

> This file was generated automatically by the hardening agent.

Action **anthropics-claude-code-action** was hardened 
automatically. 1 finding(s) were identified and resolved across 1 
iteration(s).

## Findings Fixed

### script-injection (severity: high)

In the 'Revoke app token' step of action.yml, the expression `${{ 
steps.run.outputs.github_token }}` is interpolated directly inside 
a `run: ` shell command string (used as an HTTP Authorization 
header value in a curl call).

**Fixes applied:** script-injection

**Notes:**

Fixed script injection in the 'Revoke app token' step of 
action.yml. Moved `${{ steps.run.outputs.github_token }}` out of 
the `run:` shell command string and into an `env:` block as 
`REVOKE_TOKEN: ${{ steps.run.outputs.github_token }}`.
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JOIN THE BETA WAITLIST

Chainguard Actions
Protect your CI/CD actions from the 
next attack



TL;DR: how Chainguard can help you today

● Chainguard Containers to minimize your attack surface and protect your runtimes from CVEs at 
the OS-level

● Chainguard Libraries to protect your workloads from malware in your application dependencies 
(Python, Java, and JavaScript already available)

● Chainguard Actions to protect your CI/CD from script injection, GitHub environment injections, 
suspicious run content, unpinned uses and hardcoded credentials (more to come)

● Digestabot for digest updates

● Octo-STS to replace long-lived PATs with short-lived OIDC tokens



Q&A and Resources
Upcoming Chainguard Events & Other Resources
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MAY 6 @ 1PM ET

Securing the AI Era: No More 
Ignoring the Hard Problems
Speakers: 
● Dan Lorenc, CEO & Founder, Chainguard
● Nic Chaillan, Founder, Ask Sage    
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NEXT LEARNING LABS

Building Safely with AI: 
From Code to Production 
with Chainguard
See you on May 28! 
✨ events.chainguard.dev ✨

https://events.chainguard.dev


Erika Heidi | erika@chainguard.dev

Thank you!


